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Foundational security from Ethernet to CAN
MACsec, CANsec & the FD Adaptation Layer

Friedrich Wiemer and Arthur Mutter
Robert Bosch GmbH, September 16, 2026
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Motivation
E/E Architecture Trend

Vehicle-centralized

| Ethernet » Elements: Vehicle Computers (VC), Zone Contr. (ZC), Edge Nodes

iz

Domain-centralized

v}

I I * Elements: Gateway (GW), Domain Controller (DC), Single ECUs
| = Orientation: Function Domain

I:E I:E = Functions: partly centralized (in DC)

= Typical L1/2: Ethernet, CAN, Flexray, LIN, ...

» Orientation: Geographical (no domain-orientation)

|
* Functions: strongly centralized
= Typical L1/2: Ethernet, CAN

Ethernet

CAN FD
oo
CAN XL

Distributed
GW
» Elements: Gateway (GW), Single ECUs
0 = Orientation: Function Domain
* Functions: not centralized, “One function = One Box”
E -] ]Eé = Typical L1/2: mostly CAN, LIN
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New/More Requirements for
Layer 2 Communication

Transport of any HLP

Time Synchronization

Quality of Service

Safety (Integrity & Availability)
Security (for Ethernet & CAN)
Scalability & Cost efficiency

HLP: Higher Layer Protocol BOSCH

SDV: Software Defined Vehicle




Motivation
How to protect communication in Ethernet

Communication and security protocols

Available protocols for secure in-vehicle comm.
A N
- secoC <3 [AQ (CAN, FR, ETH),

- O)TLs <3 RZ (ETH) for TCP (UDP) -
~ SecOC Apolication L
pplication Layer

— IPsec ‘\% A%\ (ETH) for IP,

2\ 4
- MACsec <3 RZ (ETH) for MAC/LLC ©)TLS
— “ASAsec” < 2 (ASAML) 5
S

3 2\
MACsec

Legend R%} Confidentiality / Authenticity Physiclﬂ v

SecOC, TLS

46 <~?(> Standardized / Custom Implementations

Layer 2 security can protect all traffic within a network.

MACsec is the favorite choice.
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What is MACsec
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What is MACsec

MACsec Communication Architecture

3)

CAK  Secure Connectivity Association Key
SAK  Secure Association Key
(both 128- or 256-bit AES keys)

e

Alice

PAE

Control

plane

AK B
AK B

!

Data plane

Connectivity Association

Bob

~

Authentication

MACsec Key Agreement (MKA)

A cak

Control plane

B sAK

TEEeTrEE———

Data plane

\G

2/

= Communication separated in three steps, first two (Authentication & MKA) covers the control plane

= MACsec, the actual secure communication protocol, represents the data plane
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What is MACsec S
MACsec Communication Architecture

/ Alice Bob \
A cak

Control plane

B sAK

Connectivity Association

Authentication

MACsec Key Agreement (MKA)

PAE

AK
Control A

MACsec
.

Secure Channel Alice to Bob

7 |

Secure Channel Bob to Alice

\G

= MACsec splits into unidirectional secure channels (multicast)

= Per connectivity association (with n nodes): at least
— one transmitting secure channel per node and (n-1) receiving secure channel per node
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What is MACsec S
MACsec Communication Architecture

/ Alice Bob \
A cak

Control plane

B sAK

Connectivity Association

PAE

Authentication

MACsec Key Agreement (MKA)

AK
Control A

MACsec
.

Secure Channel Alice to Bob-
4 [ [P

Secure Channel Bob to Alice

\ with Secure Association Key (SAK)

Secure Association

= Each secure channel contains up to four secure associations
= Each secure association knows one Secure Association Key (SAK) and further details
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CAK  Secure Connectivity Association Key

What is MACsec R
MACsec Communication Architecture

/ Alice Bob \
A cak

Control plane

B sAK

Connectivity Association

Authentication

MACsec Key Agreement (MKA)

PAE

AK
Control A

MA
Data plane CA se¢ Data plane
Secure Channel Bob to Alice
\ / Secure Association /
with Secure Association Key (SAK) \
Secure Channel identified by: Secure Association identified by: MACsec’s freshness problematic, if
Secure Channel Identifier (SCI) SCI + Association Number (AN) the medium reorders frames
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What is MACsec

MACsec Key Agreement and the Automotive Profile

Alice Bob

] ]

Basic Parameter Set (BPS) -

N
7

BPS, Potential Peer List (PPL)

Pl
~

BPS, Live Peer List (LPL), Distribute SAK, SAK Use_

|
Key Server Election

BPS, LPL, SAK Use

Pl
~

BPS, Live Peer List (LPL), SAK Use

| |
Liveness Determination

N
7

| |
Key Distribution
and confirmation

BPS, LPL, SAK Use

AN

OA TC17 Goal: Reduce Time-To-Key-Agreement (TTKA)

OPEN

emcacas
ALLIANCE

Automotive MKA Specification

Automotive MKA Specification for Automotive
Ethernet and MACsec

Speed up group formation

Reduce bandwidth needs

Simulations and first plugfest show very promising results. We will have a first draft ready for IEEE Tech Day Mid-Oct.
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CAN security
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Motivation
How to protect communication in CAN

Communication and security protocols

Why not go with SecOC?

1. No complete specification

2. No standardized key agreement SecOC S
3. No confidentiality supported with SecOC y

4. No pure HW implementation of SecOC — never! OIS

3
= SecOC cannot protect all traffic! Network Layer [
CANsec 2 MACsec
Data Link Layer

1
Physical Layer

CAN we develop a new protocol?

= This is extremely expensive!
= Ballpark estimate: >25Mio$ for TLS1.3 or MACsec

Decision: Specify CANsec — and try to reuse as much as possible from MACsec

‘] 1 Public C-SCO0 | Robert Bosch GmbH | 2026-09-17
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CANsec for CAN XL
Task Force Security @ CiA

Original plan @ CiA SIG CAN XL
Target: Mimic MACsec, optimize for CAN

Do not invent
your own
security.

We will never
finish! Too high
complexity.

Let’s change

the target!

20202021 20222023 m“m»
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New Target: Reuse MACsec as is!
Supporters of approach:

VECTOR D> RENESAS

WO KLys CARIAD

life.augmented

release

Where are we?
= CANsec is specified in CiA 613-2, released 05.2026
= AUTOSAR concept technically stable

BOSCH


https://www.autosar.org/standards/autosar-concept-roadmap
https://autosar.org/fileadmin/user_upload/ConceptNutshells/R25-11/AUTOSAR_Concept729-InANutshell.pdf




CANsec for CAN XL
Overview

Q Strategy

Reuse MACsec

Reuse MKA

‘] 4 Public C-SCO | Robert Bosch GmbH | 2026-09-17

CANsec

Reuse MACsec

CAN XL Frame

Mapping1()

virtual ETH frame

GzEn

secured virtual ETH frame

Mapping2()

secured CAN XL Frame

MKA: MACsec Key Agreement

BOSCH




Motivation
Reuse MACsec — Advantages

= No discussion needed
whether ETH or CAN security is better = it is the same!

= Mature Microcontroller

(HW accelerator)

= Short time to market
MACsec implementations need to be only slightly extended

,*’2 *B(OA)

= Share implementation between CAN and ETH,
CAN & ETH can use the same hardware accelerator on MCU

Public C-SCO | Robert Bosch GmbH | 2026-09-17 .
- e OA: Open Alliance BOSCH



Reuse MACsec for CANsec
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Wrapping MACsec for CANsec
High-Level View

CAN LLC fields

Mapping1() — TX Front End (TX_FE)

CAN LLC Data

Destination Address Source Address EtherType MAC Client Data

CANsec SecY
Reuse MACsec

virtual ETH frames

SecTag Secure Data ICV

Mapping2() — TX Back End (TX_BE)

CAN LLC Data

CAN LLC fields CANsec PCI Secure Data ICV

‘] 7 Public C-SCO0 | Robert Bosch GmbH | 2026-09-17

LLC: Logical Link Control, L2 sublayer BOSCH




CANsec
Mappings

‘] 8 Public C-SCO0 | Robert Bosch GmbH | 2026-09-17

EASY!?

BOSCH




ID Priority Identifier
RRS Remote Request Substitution

Wrapping MACsec for CANsec SDT Sence Data Type (- EtherType)

VCID Virtual CAN Channel Identifier (--> VLAN ID)

Mapping1: TX Frontend (TX_FE) L e Lt

AOT Add-On Type
SEC Simple Extended Content
VN Version Number

CAN LLC fields

g Format SDT ~DLC VCID CAN LLC Data

Compute

CANsec SC CANsec
Assignment

Format CANsec FLAGs - CAN LLC Data

SEC + AOT + VN

Destination MAC Address Source MAC Address EtherType MAC Client Data

« ETH.DA: constant - MACsec SC selection bases on ETH.DA
Mapping Strategy + CSCl: CANsec SCI; look-up CSClI value and map it to ETH.DA
« ETH.SA: non-static

‘] 9 Public C-SCO | Robert Bosch GmbH | 2026-09-17 BOSCH




CANsec & MACsec
Comparison

CANsec MACsec
(CAN XL) (10BASE-T1S)

[ Authenticity, Integrity,

Security properties Confidentiality, Freshness
. ) AES-GCM
Cipher Suites (in the future: ASCON)

identical < 128 bit
[
Key lengths 256 bit
32 bit
Freshness value 64 bit

24 Byte (End Station)

Overhead 26 Byte 32 Byte (e.g. Zone Controller)
optimized - M IEEE: Up to 8, based on TGT
. any (& : Up to 8, based on
\ Transmit SCs (per node) up to 216 SCs OA AutoMACsec: 1
to be . IEEE: MKA
adapted { Key management Plan: Adjusted AutoMKA OA: AutoMKA under develop.

Public C-SCO0 | Robert Bosch GmbH | 2026-09-17 TCT Traffic Class Table ‘
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CAN FD

BOSCH



CAN FD
Overview

CAN FD Protocol Limitations Today
u Payload |ength max. 64 byte CAN FD Header max. 64 byte payload
» |Indication, if CANsec was applied to the frame (yes/no) (= no EtherType)

@, Strategy

A) Overcome payload limitations with

B) Reuse CAN XL features (e.g. CANsec)

FDAL: CAN FD Adaptation Layer BOSCH



FDAL — FD Adaptation Layer
Protocol Stack

Layer x

Layer 2

Layer 1

| anything |

anything [-=-=-=-=-=-=-=-=-=-=--=--—-==-- » anything }
CiA6111 | X anvthing | [ cja 6111
Encapsulation Encapsulation
CiA 613-2 [XL] anything | CiA 613-2
CANsec - —-——-——=—=—====—=====--~- » CANsec
optional optional
FDAL [T any | [T thi | [Ing] FDAL }
Fragmentation¢ — — — — — i Sl »Fragmentation
mandatory mandatory
LLC CAN FD frame LLC
MAC MAC
Physical L] any | [ thi | [ng] Physical
Layer Layer

User Data

Reuse
from CAN XL

Under specification
@ CiA SIG CANFD

Existing
CAN FD Hardware

Tunnel CAN XL LLC frames via CAN FD LLC frames

Public C-SCO | Robert Bosch GmbH | 2026-09-17

FDAL: CAN FD Adaptation Layer

FDAL = CAN XL over CAN FD

BOSCH



FDAL — CAN FD Adaptation Layer
How it works with CANsec

Higher Layer Protocol Anything, e.g. CAN FD frame

S
CAN XL LLC frame XL payload (1 to 2048 byte) = 20
ID (11 bit) Other Fields (61 bit) Anything, e.g. CAN FD frame E -
o
CAN XL LLC frame XL payload (1 to 2048 byte) £
ID (11 bit) Other Fields (61 bit) Anything, e.g. CAN FD frame S
. )
Tunneling PDU (TPDU) TDAT (1 to 2048 byte) S .S
FDAT o
Fragments of TPDU :m FDAT (62 byte) m 2
<62 byte ®
t
)
. FDAT £
Fragmentation PDUs (FPDU) AT (62 byte) FDAT (62 byte) <62 byte 8o
i i
. . . FDAT
CAN FD LLC frame ID (11 bit) AT (62 byte) ID (11 bit) FDAT (62 byte) ... [ID (11 bit)
TPDU: Tunneling PDU FPDU: Fragmentation PDU
7/ Public C-SCO | Robert Bosch GmbH | 2026-09-17 TPCI: Tunneling PCI (= Header) FPCl: Fragmentation PCI (= Header)
TDAT: Tunneling Data FDAT: Fragmentation Data BOSCH

FPAD: Fragmentation Padding




Summary
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CANsec
Summary

Ethernet & CAN master the needs of E/E Architectures

Any Protocol: RCP, IP, legacy, ...

MACsec & CANsec

- = —— e — — R e :

—_— = — # = - il . i - . i

Gbit/s Mbit/s

2 6 Public C-SCO | Robert Bosch GmbH | 2026-09-17 BOSCH



Wrap up
Questions?

All this was enabled by
unifying the Security Layer.

2 7 Public C-SCO0 | Robert Bosch GmbH | 2026-09-17 BOSCH



... and Scapy
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CAN XL in Scapy
What’s available for Linux?

Table 4 — LLC frame

Field Size Description
. . o o Priority identifier: ID(28) to ID(18) are used for all frames with 11-bit identifier
u Support N Llnux since 61 by Ollver Hartkopp ID (11+18)bit  |format (CBFF, FBFF,XLFF) while ID(28) to ID(0) are used for all frames with 29-bit

identifier format (CEFF, FEFF).

= CAN XL support added to SocketCAN e

= Since 6.9 tested with real Hardware, but CAN XL config . [
still done at compile-time _ i£110, the MAC frame format is FEFF,

— if 011, the MAC frame format is XLFF.

u Since 6-1 9 deVice Configuration available Other bit values do not code a valid frame format.

In CBFF and CEFF, the FTYP bit corresponds to the MAC frame’s RTR bit, this means
that FTYP distinguishes between the frame types RF (FTYP = 1,) and DF (FTYP = 0).
FTYP 1 bit In FBFF and FEFF, the FTYP bit is ignored for transmission but corresponds to the
MAC frame's RRS bit for reception.

= CAN XL Support in SOCketCAN builds On top Of CAN FD In XLFF, the FTYP bit corresponds to the MAC frame’s RRS bit.

BRS 1 bit Bit rate switch: only used in FBFF and FEFF frames.
Stru Ctu res ESI 1 bit Error state indicator: only used in FBFF and FEFF frames.
SDT 1byte SDU type: describes the structure of the frame’s data field content, only used in XLFF
frames.
M M M (13 M ”»
n Th IS d Iﬁe rS S I I g htly frO m th e re p rese ntatl O n Of CA N X L SEC 1 bit Simple/extended content: flags if the data field contains simple or extended content.
Py 99 % This is only used in XLFF frames.
LLC frames In ISO 1 1 898'1 o Data length code: 7 M5B only used in XLFF frames. For XLFF frames the numbers 0
DLC (7+4) bit to 2047 code 1 to 2048 data bytes. For DFs of all other formats the 4 LSB encode the
number or data bytes as specified in Table 5.
VCID 1 byte Virtual CAN channel ID: only used in XLFF frames.
AF 4 byte Acceptance field: only used in XLFF frames.

LLCdata | Oto 2048 byte |Payload ofthe LLC frame

* The problem: there is no “wire”-representation of an CAN XL LLC frame standardized

Two constraints for Scapy impl.: built on top of used SocketCAN interface & provide “LLC-style” interface for CANsec.

Public C-SCO | Robert Bosch GmbH | 2026-09-17
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def show iso(self, dump =
° 38 : : (bool, int, Fr ) Opti [str]
CAN X L In Sca py 3C """Render using IS0 11898-1: 2@24 field names."™™"
18 if dump:
! from scapy.themes import » AnsiColorTheme
ct = AnsiColorTheme()
else:
ct = conf.color_theme

class CANXL(CAN):
"""CAN XL frame - wire-format compatible with Linux struct canxl frame.

Uses the Linux kernel data representation ( ~struct canxl_frame ") for
field names and layout. ISO 11898-1:2824 field accessors are available
via ~~@property’ " methods (" "dlcT, TTx1f T, “Tsec”, TTftype T, 16 fmt_val = self.frame_format
" frame_format™ "), and "~ show(style="11898-1") " renders using ISO 1 fmt_names = []
terminology. 18 if fmt_val & exea:
C fmt_names .append(“XLF")
B s if fmt_val & exe2:
fmt_names.append("FDF")
if fmt_val & @x@1:
fmt_names . append(“"IDE" )
fmt_str = "+".join(fmt_names) if fmt _names else "@"

»>» from scapy.layers.can import CANXL
>>> pkt = CANXL(priority=8x42, vcid=8x18, sdt=3, af=8xDEAD) / b"\\x@1\\x8] ~
»>» pkt.show()

»>» pkt.show(style="11898-1")

name = “CAN 56 %sks ¥s ksh\n" X (

fields desc C label 1vl,
# prio word (4 bytes, LE on socke wapped to BE by pre_dissect) = ct.punct("#HH["),
BitField(‘reserved2’, @, 8) f 31-24 5C ct.layer name("CAN XL (IS0 11898-1)"),
XBitField("vcid', @, 8), t bi 16 60 ct.punct (" J#E#"))
BitField( 'reservedi’, @, 5) f 15-11 _ ) ’
XBitField( priority’, @,
# flags byte (1 t-. s

# Field order follows ISC
fields = [
FlagsField(" -Flags , CANXL_XLF | CANXL_FDF, 8, : "Priority”, "exkx” % self.priority),
‘sec’, 'rrs’, ‘res f2', 'res_f3°, 65 ("Format”™, "%s (@x&Ex)" % (fmt_str, fmt_val}),
‘res_f4", ‘ide’, 'fdf", "x1f']) 6o ("FTYPE", “¥d" % int(self.ftype)),
# sdt (1 byte, no swap needed) 6 ("SDT™, "eéxix" % self.sdt),
XByteField(" sdt = o

#

nes this as an 11-bit field (range 1-/04s), @pr’ope-‘ty

but Linux struct caﬁ?l_F"aﬂe uses a lel_lé-tiT field. 363 def dlc(self):
For kernel compat ity we use ShortField; post build warr . T s () =9 S

= Efelg?fiLte:h}eﬂg:- 3115 outside the valld range. 365 “""150 11898-1 Data Length Code (length - 1, range ©..2047)."""
rortField( engf * ) . 366 return max(®, self.length - 1) if self.length else B
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CAN XL in Scapy

[Draft] Feature: CAN XL Support #5152 7

I'] Open RB-FriedrichWiemer wants to merge 6 commits into secdev:master from RE-FriedrichWiemer:feature/canxl-support L[;]

Flna”y... from scapy.layers.can import CANXL
L) Conversation 0 o Commits & El Checks o Files changed 6 frame = CANXL(priority=0x7ff, sdt=0xCA, vcid=0xFE, af=0xDEADBEEF) / raw(2)
v = frame.show()

s [ st

RB-FriedrichWiemer commented 2 minutes ago

Description

This is my first pull request to scapy.
It adds CAN XL support to the existing CAN layer, making use of the CAN XL implementafEzz38

@

—_
+#*
I+
=+

frame.show2()
HH#[ Ta##

£+ RB-FriedrichWiemer added 6 commits 12 minutes ago

-0 Add CAN XL frame support

[ Jar
-0 Add CAN XL unit tests

frame._show_iso()

- Add CAN XL support to NativeCANSocket .- [ =i
-0 test: add CAN XL TestSocket regression tests =
- doc: add CAN XL layer documentation ;
0= Add co notes =

Public C-SCO | Robert Bosch GmbH | 2026-09-17



https://github.com/secdev/scapy/pull/5152

CANsec in Scapy
... In 3 slides

(“reserved”, 8,
d("PN", @),

Bit ] 1 2 3 4 5

AOT SECN VN CE

00y, (reserved)

CPCI PN

CsCl

cansec_protect(TXinCAN, csciMapping, an, pn, key, encrypt, dump=Fals
if not isinstance(TXinCAN, ):

on("input frame must be a CAN XL packet™)
mapToSCL{TXinCAN, csciMapping)

TXinETH = tx fe(TXi
a CAN XL packet™)

ayer found™)
cap(TXinETH)
TXoutETH a.encrypt{TXoutETH)
TXoutCAN = tx be(TXoutETH, TXinCAN, csci)
if dump:

¥ 'n TXoutCAN, TXinETH, TXoutETH
n TXoutCAN

Fwe let t ) : L
RXoutETH : (sa.decrypt (RXinETH))

Figure 10 — CPCI format

Public C-SCO | Robert Bosch GmbH | 2026-09-17

RXoutCAN = rx outETH, RXinCAN})
"eturn RXoutCAN




CAN LLC fields
CANseC |n Scapy 2 ST DpLC CAN LLC Data

TX Front End

. . Compute
tx_fe(TXinCAN, csci):

o EACTR | S CANsec SC CANsec

# Type LANAL, 1InT > . DLC
"""TX front-end: map plain CAN XL frame to virtual Ethernet frame. e BT

dst = CSCI | IDE | FDF | XLF | SEC | <padding> | AOT | VN
src = SDT | VCID | AF

type = Ox8000 | SECN(1bit) | (DLC + 26) P~
data = plaintext payload Format SEC + AOT +VN SE CAN LLC Data

if isinstance(TXinCAN, CANXL): Destination MAC Address Source MAC Address EtherType MAC Client Data

raise Scapy_Exception("input frame must be a CANXL packet™)
i ethDs‘tFr*omCanXlFPame(canxl_Frame, csci= ):
plain_data = bytes(TXinCAN.payload) 5o fmeT v e e 7] T . it

if TXinCAN.sec: """J'1ap CAN XL fr‘ame -Flelds to a 48- h1t Ethernet destination address.

raise Scapy_Exception(“sec bit already set on input frame™)
DA = C5CI(16) | padding(24) | IDE | FDF | XLF | SEC | AOT(3) | VN
dlc = len(plain_data) - 1 o
if dlc > (2048 - 26): e
raise Scapy Exception( cansec_flags = @b@ele # default
"payload too long, no room for adding CANsec overhead™) if canxl_frame.haslayer(CANsec):
cansec_flags = (canxl_frame[CANsec].aot << 1) | canxl_frame[CANsec].vn

sec flags = 1rt(TX1nCAN flags) | CANXL_SEC csci = canxl_frame[CANsec].csci
CPCI = CANsec(aot=8b881, secn=int(TXinCAN.sec), csci=csci, wn=8)
TXinCANsec = CANXL(priority=TXinCAN.priority, flags=sec flags, :E =
(psdt=Tx;nCAN. sdt,p\,fcid:TiinCAl‘f\.fcidJ_ ¢ CSC?_Q o . - ethSrw:Fr-omCanXlFrame(canxl_-Frame):
af=TXinCAN.af) / CPCI / Raw(plain_data) raise Scapy_Exception("no CSCI given™) # type: (CANXL,) -> tes
"""Hap CAN XL frame -Flelds to a 6-byte Ethernet s
ethDstFromCanX1Frame(TXinCANsec, csci)
dst.to_bytes(6, "big")

ethSrcFromCanX1Frame(TXinCANsec) SA = 5DT(1) || VCID(1) || AF(4)

secn = int(TXinCAN.sec) << 32) | \ src = canxl frame.sdt.to bytes(1, “"big")
type_val = @x80@@ | (secn << 8) | (dlc + 24 + 2) (canx]l_frame.ide) << 7) | ° src += canxl_frame.vcid.to_bytes(1, “"big")
(canx]l_frame.fdf) << &) \ src += canxl_frame.af.to_bytes(4, "big")
(canxl frame.x1f) << 5) [ return src
t(canxl_frame.sec) << 4) l
cansec_flags
return dst

return Ether(src=src, dst=dst, type=type_val) / Raw(plain_data)
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CANsec in Scapy
The other mappings

CAN XL frame.

beel, s

cv, CE=m.E,

sec_flags = int(TXin
TXoutCAN = CANXL(pri ec_flags,

t, vcid=TXinCAN.vcid,

Public C-SCO | Robert Bosch GmbH | 2026-09-17

RX front-end: e
not isinstance(RXinCAN, not RXinCAN.haslay

1("no CANXL or CANsec layer found™)

ethDstFromCanX1Frame(RXinCAN, csci=RXinCAN[CA
dst.to_bytes(6, "big")

ethSrcFromCanX1Frame (R

pay s {RXinCAN[CA
type val = int.from_byt

f rx_be(RXoutETH, RXinCAN):

. N ) base_flags =
C=RXinCAN[CA B (int(RXi

RXoutCAN =
priori
=reconstructsC

val)

inCAN.flags) & ~CANXL_SEC) |
) ANXL_SEC)




Putting everything together
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One Layer, Every Wire

... but does it run Doom?

cted region 0,0 Ox0

Public C-SCO | Robert Bosch GmbH | 2026-09-17

= EEEW Leaky Cauldron (Ba%) =

chocolate-doom
server, UDP :5029

UbP

IP

TAP device
ethfd0, 192.168.100.1

CiA 611-1

CANsec

FDAL

Socket CAN
can0

Raspberry Pi 4B

chocolate-doom
client, -connect ...

UbDP

IP

TAP device
ethfd0, 192.168.100.2

CiA 611-1

CANsec

FDAL

Socket CAN
can0

Raspberry Pi 4B

CAN FD
click shield hat

CAN FD bus

CAN FD
click shield hat

500 kbps arbitration, 2 Mbps data

BOSCH
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